2019 MICHIGAN STATE UNIVERSITY INTERDISCIPLINARY

CONFERENCE ON CYBERCRIME

"RECOGNIZING RISK AND SECURING THE FUTURE"

8:30 am to 9:00 am

9:00 am to 9:50 am

10:00 am to 10:50 am

10:50 am to 11:10 am

11:10 am to 12:00 pm

12:00 pm to 1:30 pm

1:30 pm to 2:20 pm

2:30 pm to 3:20 pm

3:20 pm to 3:40 pm

3:40 pm to 4:30 pm

4:30 pm to 4:45 pm

Greetings and Introductory Remarks

Session 1: Industrial Resilience to Cyberattacks
Dr. Rutger Leukfeltdt, NSCR, The Netherlands

Dr. Benoit Dupont, University of Montreal

Session 2: Applying Machine Learning to Threat Identification and Analysis
Dr. Raymond Choo, University of Texas-San Antonio

Dr. Victor Benjamin, Arizona State University

Coffee Break

Session 3: Contextualizing the Response to Cyberthreats

Tamara Shoemaker, University of Detroit-Mercy

Brandon Smith, Jackson National

Lunch Provided

Session 4: Keynote Speaker

Mr. Nils Kessler, AUSA Western Michigan

Session 5: Threats to Industry and Response
Dr. Nir Kshetri, University of North Carolina-Greensboro

Mr. Seth Sattler, DigitalMint
Coffee Break

Session 6: Law Enforcement Roundtable/Q&A

Representatives from DOD OIG, FBI, US Secret Service, and Michigan State Police

Concluding Thoughts
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Greetings and Introductory Remarks
Session 1:
Dr. Erin Harbison & Research Associate Nicole Selzer

Dr. Russell Brewer, Flinders University

Session 2: Industry Responses to Cyberthreats
Mr. Tim Mielak, MSUFCU
Mr. David Connet, Aptiv

Coffee Break

Session 3: Cryptography, Passwords, Privacy, and the 5t Amendment
Dr. Gary Kessler, Embry-Riddle Aeronautical University

Lunch Provided

Session 4: Contextualizing Industry Threats
Douglas McKee, McAfee

Session 5: Understanding RDP Ransomware

Mr. Joshua Dalman

Coffee Break

Session 6: Cyberfraud and Security Threats

Dr. Cassandra Cross, QUT, Australia

Mr. Rob McCurdy and Mr. Seth Edgar, Michigan State University
Concluding Thoughts





