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(Distributed) Denial of Remote Access Tools/Trojans:

Service attacks: DDoS RAT

« Aim at congest’ing online services /,A—immely control a target
with massive amounts of Internet computer by opening a backdoor
traffic, so that they become . to enable cybercrime (e.g.
unavallable to their legitimate hacking, extortion)

users ~

J ~

* Entry-level cybercrimes
« Cybercrime-as-a-Service
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Watis een DDoS-aanval?

Een DDoS-aanval is strafbaar | Gamechangers 5
publicaties.politie.nl/DDoS/attack @
Het plegen van een DDoS is strafbaar in Nederland onder het Wetboek van PYL:TIE

GOOGLE stereent g
‘ Browse DDosS verpest het voor iedereen | Gamechangers Click! Mt et o

publicaties.politie.nl/DDoS/attack

Online () logaal gadrag

Dus je wilt dat je vrienden niet meer kunnen gamen omdat jij een grapje

@ —

Wil je een game DDoS-en? | Gamechangers
publicaties.politie.nl/DDoS/attack
Leer meer over DDoS-aanvallen en de impact hiervan op gamen.

=

Play fair; verliezers DDoS-en | Gamechangers
publicaties.politie.nl/DDoS/attack i i S
Win eerlijk in een e-sport competitie door je gaming skills te trainen.
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National Crime Agency
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Might work!

Booting the Booters: Evaluating the Effects of Police
Interventions in the Market for Denial-of-Service Attacks
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ABSTRACT

Tlegal booter services offer denial of sarvice (DoS) attacks for
a fee of a few tens of dollars & manth. Internationally, police
have implemented & range of different types of Intervention
aimed &t those using and offering booter services, including
arrests and website takedown_ In order to measute the im-
pact of these interventions we look at the usage reports that
booters themselves provide and at messurements of reflacted
UDP DoS attacks, leveraging a five year measurement dataset
that has been statistically demonstrated to have very high
coverage. We analysed time series dsta (using a negative
binomial regression model) to show that several interventi
have had a statistically significant impact on the number of
attacks. We show that, while there is no consistent effect of
highly-publieised eourt eases, takedowns of individual booters
precede significant, but short-lived, reductions in recorded at-
tack mumbers. However, more wide-ranging disruptions have
much longer effects. The closure of HackForums® booter mar-
Ket reduced attacks for 13 weeks globally (and for longer in
pasticular countries) and the FET's eoordinated operation in
Decermber 2015, whieh involved both takedowns and arrests,
reduced attacks by a third for at least 10 weeks and resulted
in lasting change o the structure of the booter market

ol cam_ac.
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CCS CONCEPTS

+ Networks — Denlal-of-service attacks: « Social and
professional topics — Computer crime: « Security and
privacy — Social aspects of security and privacy; » Math-
ematics of computing — Time series analyss.

Parmisstan to maks digital or hasd copies of all or part of this wark
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Teference Format:
Ben Collier, Daniel R Thomas, Richard Clayton, and Alice Hatch-
ings. 2039. Bocting the Booters: Evalusting the Effocts of Pol
Interveations in the Market for Denial-of Service Attacks. In In-
termet Measurement Canference (I y), October w145, »o1g,
Amaterdam, Netherlands. ACM, New York, NY, USA, 13 page.
hitpacy /dot.org/10.1145/8855389-8855.593

1 INTRODUCTION

“Booter’, or ‘stresser’, services provide Denial of Service (DoS)
attacks asa-service. DoS axtacks gencrate large amounts of
traffic which overwhelm end-users of web. services, taking
them offline or making legitimate access impossible [26]
Booter operators advertise customer-facing websites, where
individuals can set up accounts and order attacks [54], with
payments aceepted using digital services such s PayPal or
theough transfers of cryptocurrency [22, 28], A range of
different packages and membership options are available,
with $10 t0 §20 being typical for a month’s worth of DoS
attacks of sufficient size to distupt an end-user connection or
& website which does not have specialist DoS proteetion

Operating & booter service or purchasing a DoS attack
is illegal in most jurisdictions. However, when asked during
research undertaken in 2014, booter operators were uncon-
cerned about the possibility of law enforcement taking action
against them [23]. Neverthelass, a number of police actions
have taken place in recent years, and this fesearch aims
to measure whether there has been any impact on booter
provision and booter usage.

There has been much research into the effects of police
action on offfine illicit markets and services, howaver there.
is little understanding of what “bast practice’ looks like for
cybercrime, which tends to be more geographically dispersed
and organised around online communities and markets which
are particularly resilient [1, 43]. In practice, law enforcement
interventions in online illicit markets are not straightfor-
ward. Displasement s & problem for bath online and offfine
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APPLIED SCIENCES

THEHAGUE

UNIVERSITY OF

Netherlands Institute for the Study i S
APPLIED SCIENCES

of Crime and Law Enforcement




I l S I Netherlands Institute for the Study
of Crime and Law Enforcement

The Google Ads Project

4 )
1. What is the best

communication
strategy in the NL?

\_ J

-

2. International
expansion
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\_

3. Does this
strategy work?
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A quasi-experimental design

123 4 (x2) 2
Users keywords rotating ads landing pages

formal
(Politie)

O g =
o -
[ =
informal
(ESL Play)
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What is the best way of alerting
conscience?

o Soc'i a l messa ges m ay e o anners

Asier Moneva'2® - E. Rutger Leukfeldt'>® - Wouter Klijnsoon®

b e a b etter a l terna t'l ve K i

Abstract

Objective Aiming to reduce distributed denial-of-service (DDoS) attacks by alert-
a n e e r re I l O n e S O ing the consciences of Internet users, this paper evaluates the effectiveness of four
warning banners displayed as online ads (deterrent—control, social, informative,

ting) and the contents of their two linked landing pages.
Pve implement a 4 X 2 quasi-experimental design on a self-selected sample

L] .
engage with cyber Een DDoS-aanval i strafbaar | Gamechangers
pUb[[Caties.pO]itie.nI/DDOS/attaCk er\;enlug(:: of page s\:rullledl, average session Adumtiul;. l‘;idel.; interaction
Het plegen van een DDoS is strafbaar in Nederland onder het Wetboek van il ads generate significantly more engagement than the rest with Low to

JRLs click rate.
f f fect sizes. Data reveal no differences in engagement between both landing
O e n d e rS Strafrecht. 3

s Social messages may be a better alternative for engaging with potential
X bty s than the traditional deterrent messages.

Journal of Experimental Criminolagy
https://doi.org/10.1007/511292-022-09504-2

DDoS verpest het voor iedereen | Gamechangers o merment - Eacirio desn o Warming pamers
publicaties.politie.nl/DDoS/attack
Dus je wilt dat je vrienden niet meer kunnen gamen omdat jij een grapje

uithaalt? L

f& nscrnl

Leukfeldt

@ nscr.nl
Wil je een game DDoS-en? | Gamechangers i e
publicaties.poIitie.nI/DDoS/attaCk s Insitute for the Study of Crime and Law Enforcement (NSCR), De Boelelaan 1077,

Amsterdam, The Netherlands

Expertise Cyber Security, The Hague University of Applied Sciences (THUAS),
e The Netherlands

- = th Tech Crime (THTC), Dutch National Police, Driebergen, The Netherlands

Leer meer over DDoS-aanvallen en de impact hiervan op gamen.

Play fair; verliezers DDoS-en | Gamechangers re: 24 March 2022 @ springer
publicaties.politie.nl/DDoS/attack
Win eerlijk in een e-sport competitie door je gaming skills te trainen.
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Three online ads campaigns to reduce
cybercrime

1t campaign ond campaign 3 campaign
- . Denmark
- . Finland
Norway
Portugal
Sweden
Feb 21 Apr 21 Jun 21 Aug 21 Oct 21 Dec 21 : Feb 22 Apr 22 Jun 22
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3 campaign

1000 4 r=0.965

100 - Denmark

r=0.969

Mﬁ\ /_,Vv,_,‘ﬁ Finland

r=0.931

/M Netherlands

"Your account is suspended. r=0.925

. . Your account violated the MNorway
F_VN \ Circumventing systems policy."
r=0.961
r=0.976
m [— — W_\lj Sweden

.lem Féb Mar Apr

1000 4
100 4
101

1000 -
100 1

Logged 104
interaction
(log10) 100 -

101

1000 -
100 1
101

Portugal

1000 -
100 1
101

S 3

Type of interaction — clicks impressions
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So... what'’s
new!?
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New crime types

Cross-national

Crime Headline Description
Denmark
DDos DDoS adelegger det for alle Det er strafbart i Danmark at udfpre et Ddos
angreb
Hacking  Ulovlig hacking er indbrud Du vil fa en bade, samfundstjeneste eller en
feengselstraf
RAT Brug af RAT tools er tyveri Du vil fa en plettet straffeattest. Det vil gore det
svaerere at finde elevplads eller job
Finland
DDoS DIDGS pilaa kaikkien ilon Palvelunestohyikkayksen tekeminen on Suomen
lakien mukaan rangaistava teko
Hacking  Laiton hakkerointi on rikos Laiton hakkerointi on Suomen lain mukaan
rangaistavaa
RAT RAT = kyberrikos = ei vitsi Haittachjelman kiytts on Suomen lain mukaan
rangaistavaa
Netherlands
DDoSs DDoS verpest het voor iedereen  DDoS-aanvallen veroorzaken ernstige schade aan
organisaties, bedrijven en individuen
Hacking Illegaal hacken is inbreken lllegaal hacken kan ernstige schade toebrengen aan
organisaties, bedrijven en individuen
RAT Een RAT inzetten is inbraak De politie pakt cybercriminaliteit aan. In welke
vorm en waar dan ook,
Norway
DDos ddos ddelegger for alle DDoS-angrep er straflbart i Norge etter
straffeloven, og kan medfpre fengselsstraff
Hacking Hacking er datainnbrudd Ulovlig hacking (datainnbrudd) er straffbart i
Norge, og kan medfore fengselsstraff
RAT Bruk av RAT er et Politiet bekjemper alle former for datakriminalitet
datainnbrudd
Portugal
DDoS DDGS prejudica toda a gente Ficas com um registo criminal e vai ser mais dificil
conseguires um estagio ou wm emprego.
Hacking Hacking é ilegal A Policia investiga qualguer tipo de cibercrime sob
qualguer forma
RAT Instalar um BRAT é como ronbar A Policia investiga qualquer tipo de cibercrime sob
gqualguer formal
Sweden
DDoSs DDoS forstor for alla DDoS-attacker ir straffbara enligh svensk lag
Hacking  Olovlig hacking = dataintrang Att hacka nagon en enda giang kan gira att du
hamunar i strafiregistret
RAT Anvinda en RAT = dataintrang  Sa du vill hindra dina kompisar frin att spela pa

egrund av ditt "skimt™?
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Interaction by ad group and country

3 campaign

DDoS Hacking RAT

Netherlands | g mm Huge interaction! I
Finland 1 I I I
Sweden 1 i B I
Denmark - | B I
Norway - I i |

Portugal{  DDOS more salient | | Why so low?

0 20000 40000 60000 0 20000 40000 60000 0 20000 40000 60000

Type of interaction . clicks impressions
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Do online ads actually reduce DDoS (NL)?

DDoS attacks recorded by Internet Service Providers (ISP) by type of target institution:

ISP1 ISP2
Education | Education
150 4
5.01
100 1
2.54
501 +
0.01
1 0
: : Data from the
Other Other | Cambridge
Cybercrime
] 1001 Centre
401 501
04 04 P S |
at:lg sép o.kl m:.:v d:ac ja;n fe:b rr;rt fe-b a;sr ju-n atlxg o.kt d:ec fe.b afsr

Part of the data that led to this research was provided by SURF,
the National Research and Education Network in The Netherlands, https://www.SURF.nl/en/

N THEHAG
SCT HAGUE
VERS Y
Netherlands Institute for the Study UNIVERSITY OF

APPLIED SCIENCES

of Crime and Law Enforcement



Lessons learned

: )
Measurmg qyber » We need high quality data from actual cybercriminals
attacks is « This requires infrastructure (e.g. honeypots, defense

" systems)
_ challenging y

~ )
Proper evaluations
require proper

e Correlation doesn’t imply causation
» Effects may be nuanced

designs
\_ S ),
4 )
Evaluations are e These require resources (e.g. time, infrastructure)
complex e Cybercrime is multifactorial and transnational
\_ W,
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Future directions

[Data collection infrastructures }

e In the public and private sectors
e Transparent, co-desighed

[Methodological improvements ]

e From case studies to randomized control trials

[Interdisciplinary, intersectoral research ]

 Social and computer scientists
e Academics and stakeholders

[Intervention evaluation: what works (and also what doesn’t)? ]

I l S I Netherlands Institute for the Study
of Crime and Law Enforcement




Questions?

Email: amoneva@nscr.nl
Twitter: @crimoneva
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