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(Distributed) Denial of 
Service attacks: DDoS

• Aim at congesting online services 
with massive amounts of Internet 
traffic, so that they become 
unavailable to their legitimate 
users

Remote Access Tools/Trojans: 
RAT

• Aim at remotely control a target 
computer by opening a backdoor 
to enable cybercrime (e.g. 
hacking, extortion)

• Entry-level cybercrimes

• Cybercrime-as-a-Service



Google Ads/Adwords (online ads) 
campaign
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Background

2018/2019

Google Adwords campaign

Might work!

Interesting!

Wanna

join?



1. What is the best 
communication 

strategy in the NL?

2. International 
expansion

3. Does this 
strategy work?

The Google Ads Project



A quasi-experimental design



What is the best way of alerting 
conscience?

• Social messages may 
be a better alternative 
than deterrent ones to 
engage with cyber 
offenders



Three online ads campaigns to reduce 
cybercrime



"Your account is suspended. 

Your account violated the

Circumventing systems policy."

Logged 

interaction 

(log10)



So… what’s 
new?
• New crime types

• Cross-national



Interaction by ad group and country

Huge interaction!

DDoS more salient Why so low?



Do online ads actually reduce DDoS (NL)?

Data from the 

Cambridge 

Cybercrime 

Centre



Lessons learned

• We need high quality data from actual cybercriminals

• This requires infrastructure (e.g. honeypots, defense 
systems)

Measuring cyber 
attacks is 

challenging 

• Correlation doesn’t imply causation

• Effects may be nuanced

Proper evaluations 
require proper 

designs

• These require resources (e.g. time, infrastructure)

• Cybercrime is multifactorial and transnational

Evaluations are 
complex



Future directions

Data collection infrastructures 

• In the public and private sectors

• Transparent, co-designed

Methodological improvements

• From case studies to randomized control trials

Interdisciplinary, intersectoral research

• Social and computer scientists

• Academics and stakeholders

Intervention evaluation: what works (and also what doesn’t)?



Questions?
Email: amoneva@nscr.nl

Twitter: @crimoneva


