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What is Ransomware?
Many details do not matter; here is what does:

Why would the attacker 
target my organization?

Why are ransomware attacks 
becoming more common?

What happens to my 
organization?

Pay or no pay? How to pay? What are my legal 
requirements/obligations?



“Actionable intelligence” needs context

Anticipate

Prevent

Respond

Recover

Cyderes Cyber Security Model



Cyber Threat Intelligence

Actionable Threat Intelligence

Synthesis
Newly created 

information
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Proprietary 
Information

Internal, confidential 
information specific to 

the organization 

Threat Feeds
External structured 
data for immediate 

use in security 
technologies

Open Source
Unstructured data 
indicating threat 

trends or 
environmental risks
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Attackers Monetize Your DataAnalysis Framework: Economic 
Rationality
• Financial attacks are among the most 

common cyber attackers.  The two 
most common attacks are 
ransomware and business email 
compromise.

• Attacks evolve to defeat cyber 
security.

• Attackers .

Path to monetization your data

Ransom

Extortion

Theft



Economic Relationships
Ransomware as a Service (RaaS)

Ransomware Tool 
Developer

Packer/Obfuscator 
Developer

Phishing Mailer

‘bot Controller

RaaS

Cryptocurrency 
Broker/Launderer

Affiliates

Packer/Obfuscator 
Developer

Business Analyst

Analysis Framework: Economic 
Rationality
• Economic relationships are enabled 

and controlled by the Dark Web and 
cryptocurrency.

• Reputation and ability to monetize 
attract affiliates.

• Breakdown of an affiliate relationship 
yielded the CONTI playbook 
suggesting vulnerabilities to exploit, 
password templates, and server IP’s.



Call Counsel Negotiation 
Window

Test Payment 
Channel Payment(s)

Key 
Deployment

GC typically 
contacts external 
counsel

Counsel engages 
negotiator

Attacker typically 
uses throw-away 
address or 
anonymous chat

Attacker seeks short 
negotiation and 
lump sum

Smaller transactions 
provide protection 

Single transaction 
for a small/single 
decryption key

Validate payment 
channel

Validates 
decryption key and 
process

Multiple decryption 
keys may be used 
depending on the 
attacker

Additional scope 
may require 
additional 
payments

Instructions for key 
deployment can be 
minimal

Key deployments on 
production systems and 
may interfere with other 
recovery

Scanning process is 
recommended before 
return to production

Restored systems may not 
be usable

Decryption may be slow

Within 1 hour Estimated 4-12 hours Estimated 4-12 hours Variable (~8-48 hours)

Actionable Experience
Analysis: observations from ransomware responses across industries adds context to intelligence



Extortion
Name and shame requires resources and exposure

Analysis Framework: Herjavec Threat 
Analysis
• The path to monetize an attack 

indicates that even if extortion is 
paid, data will not be destroyed in its 
entirety.

• Infrastructure needed for dump sites 
has increased and become more 
vulnerable; stolen data volume has 
been impacted.

• Threat actors have offered such data 
for sale (Everest)

Analysis Framework: Herjavec Threat 
Analysis
• The path to monetize an attack 

indicates that even if extortion is 
paid, data will not be destroyed in its 
entirety.

• Infrastructure needed for dump sites 
has increased and become more 
vulnerable; stolen data volume has 
been impacted.

• Threat actors now regularly offer 
such data for sale.  Everest even put 
the data on sale at 54% off.  This may 
be a leading indicator of dissolving 
trust in the underground or simply a 
failing threat actor.



Government Intervention
Threat re-actor

Analysis Framework: Routine Activities
• Following the Colonial Pipeline 

recovery in Q3 of 2021, various 
interventions reduced ransomware 
attacks.

• Threat actors and affiliates saw a 
period of reduced activity following 
government intervention.

• Ragnar Locker had a very public 
tantrum following the intervention, 
but others also reacted.

• The U.S. OFAC banned entities list 
has been a topic for anyone 
considering paying ransom/extortion.

Reuters, 2022



Reporting
Data breach reporting and follow-on litigation

Analysis Framework: Context 
• Privacy regulations and mandatory 

reporting impact ransomware and 
extortion decisions.

• Multi District Litigation (MDL) and 
class actions lawsuits are strong 
disincentives.

• OFAC and Treasury advisories 
increase pressure to avoid paying 
ransom.



Q&A

Dr. Kall Loper, Vice President of DFIR, 
kloper@herjavecgroup.com


